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1. Executive Summary

This document presents the Data Management Plan (DMP) of EUniversal project that received funding
from the European Union (EU) under the Grant Agreement (GA) number 864334.

The purpose of this document is to establish the main elements of the data management policy of
EUniversal project that will be used by all Partners of the consortium with regard to all the datasets
that will be generated by the project. The application of this document is the responsibility of all
EUniversal project Partners.

The DMP of EUniversal project is a living document, which will be updated during the execution of
project as more detail will be fixed and consolidated by all Partners.

The first version of this deliverable will be produced in month 6th as D12.3 and will be updated in
months 16th, 28th and 40th,
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2. Introduction

As stated in “A European strategy on the data value chain”, the intelligent use of data enables the
creation of new products and services and has the potential to transform Europe's service industries
and significantly increase their efficiency. In the public sector, this can lead to cost reduction of
operations, increase of efficiency and better and more personalised services for citizens [41.

Thus, EUniversal Data Management Plan (DMP) aims to provide an analysis of the main elements of
the data management policy that are going to be used by all Partners in the consortium.

With the input from all EUniversal Parners, this DMP pretends to record the types of data that will be
generated and/or gathered during the execution of the project, the standards that will be used, the
ways in which data will be exploited and eventually shared, and in which way some data will be
preserved.

The DMP will be a living document throughout the project, and this initial version will evolve during
the EUniversal lifespan according to the progress of project activities.

The DMP has been structured by following the Guidelines on FAIR Data Management in Horizon
20201 provided by the European Commission in July 2016. For this purpose, all EUniversal Partners
were asked to fill an individual template that addresses all data issues identification that each Partner
at this point envisage that will occur (Annex I).

This report describes the procedures of data collection, storing and processing, with a final overview
on EUniversal security protection strategy.

EUniversal DMP does not cover all issues concerned with ethics and data protection, as they are the
focus of dedicated deliverable (EUniversal D13.1).
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3. Data summary

3.1. Purpose of data collection/generation

EUniversal will generate and collect technical, commercial and personal data in compliance with all
national, EU ethics and legal requirements in the frame of the following activities:

observatory of research and demonstration initiatives on future electricity grids and markets;
Interface development, testing and API management;

large-scale demonstrators;

dissemination of business solutions to the electricity grid and market projects as well as
learnings and methodologies to the business model projects, exploitation of results and
communication.

3.2. Data description

For the purposes of proof of concept of the UMEI interface, including flexibility services, grid tools and
market mechanisms, several data from different stakeholders will be gathered:

- Personal data from LV and MV consumers, such as load and generation diagram,
consumptions and comfort preferences, identifications of grid connection point;

- Electric grid information such as: topology, electric measurements for voltage and current,
equipment status and configurations and future operation scenarios for planning purposes;

- Flexibility needs from DSO (identification of technical problems or other needs in specific
areas of the network);

- Market data (bids, prices, ....).

As stated in Deliverable D13.1 “Ethics requirements” all data collected and processed will be strictly
compliance with GDPR Regulation (Regulation 2016/679 of the European Parliament and of the
Council, 27t April 2016) and, when applicable, also with national laws of the origin of the data
gathered.

When personal data is involved the local Partner DSOs of each DEMO site (Germany, Poland and
Portugal) will be the responsible entity (‘Controller’) for the data collected in its country.

With the contributions gathered in Annex I it will be easier to manage if there is a possible
harmonization between all data sets across EUniversal in order to facilitate its identification and
storage. This exercise will also stand out:

- Whatkind of data are subject to IP rights;
- Identify personal data;
- Identify data that falls under business secrecy;

All collected data take into account EU laws and standards as well when applicable with national laws.

At this point, the level of detail regarding the data collection strategy is still limited for the three demo
pilots as it will depend on the all kind of data needs that proves to be necessary for testing UMEI
concept and flexibility services. Nevertheless, all requested Partners contribution are detail in
AnnexI.
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As this DMP is a living document the body of this deliverable and its templates, namely Annex I, will
be continuously updated by all Partners as more precise information will be closed and available. An
updated version to be shared will at least be produced in months 16th, 28th and 40t of the project.
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4. Fair data

FAIR data is not necessary equals to open data but: “open just enough in order to be fair”.

In this context, concerns relating to intellectual property rights, personal data protection and
confidentiality, security and legitimate commercial interests, shall be taken into account in
accordance with the principle of “as open as possible, as closed as necessary”.

Accordingly, to PSI Directive fair data principles seeks the reuse of data and other digital research
output and objects (algorithms, tools and workflows that led to that data) making them Findable,
Accessible, Interoperable, and Reusable. The principles consider applications and computational
agents as stakeholders with the capacity to find, access, interoperate and reuse data with none or
minimal human intervention and recognize the importance of automated process to do that because
humans increasingly rely on computational support to deal with intensive data processes.

As such the Open Science ecosystem ideally strives for institutes, researchers and citizens to have
immediate access to published articles, data, software and other research products under FAIR
principles. This, ideally without cost and with the possibility of reusing everything as deemed
convenient.

Under the GDPR, ‘Controllers’ must comply with, and demonstrate compliance with, all the data
protection principles as well as the other GDPR requirements. They are also responsible for the
compliance of the its ‘Processor’ 31.

In EUniversal project all personal data that will be collected and processed will take into consideration
the seven key principles of the GDPR:

e Lawfulness, fairness and transparency
e Purpose limitation

e Data minimisation

e Accuracy

e Storage limitation

e Integrity and confidentiality (security)
e Accountability

Under the GDPR ‘Controllers’ must comply with, and demonstrate compliance with, all the data
protection principles as well as the other GDPR requirements namely address “data subject rights”
and the evaluation of if processor activities comply with the contract establish between them.

In order to access eventual property rights, personal data protection and confidentiality, security and
legitimate commercial interests all potential scientific publications should circulated among all
Partners for a period of time agreed before any action to present and/or submit in any scientific paper
or presentation in open Platforms.

Data exchange securities between EUniversal Partners to exchange data will be establish and
implemented in order to maximize the security needed for each case.
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5. INTEROPERABILITY

Interoperability is the ability of information systems to exchange data and enable sharing of
information keeping, at the same time, all security aspects in order to maintain trust of “data subjects”
foreseen in the Charter of the fundamental rights of the European Union.

In order to implement data protection principles and safeguard individual rights a “data protection
by design and by default” is needed, meaning that it is necessary to implement from the design stage
right through the lifecycle adequate security measures.

The data share within the project by Partners must take into account rights of the data subject and
obligations of the assign responsible entities for each process.

In order to address this issue all partners were asked to fill template in Annex [, mentioning all types
of data that will be exchanged in the Project. With the available information EUniversal Partners will
make effort to standardized as far as possible information gather (making easily to identify, when
possible).

EUniversal Project will to extend possible make data (scientific papers, Project presentations,...)
produced within the Project easily interoperable and shareable (Annex I).

No international transfer to third countries is envisaged [31.
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6. Allocation of resources

The resources dedicated to implement data management within the EUniversal project are
foreseen to be in line with what is planed under Grant Agreement (GA) and they associated to the
WPs where data collection may take place.

EUniversal designated coordinator will implement all the necessary measures to ensure
continues updates and coordination with what is establish in this DMP among all EUniversal
Partners.
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7. Data security & ethics

7.1. Protection of personal data

In line with the GDPR regulation personal data protection will be a responsibility at the designated
Controller:

According article 4 of the GDPR:

“Controller” means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data; where the purposes and means of such processing are determined by Union or Member
State law, the controller or the specific criteria for its nomination may be provided for by
Union or Member State law;

and

“Processor” means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller;

Accordingly, to article 24 of the GDPR it is a Controllers responsibility to “implement appropriate
technical and organisational measures to ensure and to be able to demonstrate that processing is
performed in accordance with GDPR Regulation” taken “into account the nature, scope, context and
purposes of processing as well as the risks of varying likelihood and severity for the rights and
freedoms of natural persons”.

As defined in D13.1 of EUniversal project and according artcle 4 of the GDPR:

“Personal data” - means any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as a name,
an identification number, location data, an online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person.”

7.2. Sharing data with confidential access

Data sharing across stakeholders from different countries of the EU should always guarantee security
and the trust between them.

Several instruments like cybersecurity certification scheme for cloud services taking into account
existing and relevant schemes and standards will be carried out at a European level. Trust in secure
cloud infrastructures and services is an essential requirement to make data mobility a reality in
Europe, as aimed at by the Free Flow of non-personal Data Regulation.

In EUniversal Project data sharing with confidential access will take the necessary measures of
Protection establish by each Controller.

Each Controller will establish, as part of its responsibilities, security measures needed in order to
maintain integrity and confidentiality of data gathered and will establish the necessary orientations
and measures required regarding transmission of the confidential data.
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7.3. Archiving confidential information

Regarding personal data and in accordance to article 5 of GDPR Regulation Personal data shall be
“kept in a form which permits identification of data subjects for no longer than is necessary for the
purposes for which the personal data are processed; personal data may be stored for longer periods
insofar as the personal data will be processed solely for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes in accordance with Article 89(1)
subject to implementation of the appropriate technical and organisational measures required by this
Regulation in order to safeguard the rights and freedoms of the data subject (‘storage limitation’)”
and “processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).”

EUniversal project Controllers will be responsible to define storage retention periods and to respond
by any breach regarding personal data.

Other confidential data will be in line with EU laws and when applicable national laws.
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8. Summary Table
FAIR Data Management at a glance: issues to cover in EUniversal DMP

This table provides a summary of the Data Management Plan (DMP) issues to be addressed by each
Partner is the following.
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DMP component

Issues to be addressed

Explanation/Description

1. Data summary

State the purp of the data collection/g ation
Explain the relation to the objectives of the project
Specify the types and formats of data generated/collected
Specify if existing data is being re-used (if any)

Specify the origin of the data

State the expected size of the data (if known)

Outline the data utility: o whom will it be useful

2. FAIR Data

2.1. Making data findable, including
provisions for metadata

Outline the discoverability of data (metadata provision)

Outline the identifiability of data and refer to standard identification
mechanism. Do you make use of persistent and unique identifiers
such as Digital Object |dentifiers?

Outline naming conventions used
Outline the approach towards search keyword
Outline the approach for clear versioning

Specify standards for metadata creation (if any). If there are no
standards in your discipline d ibe what type of metadata will be
created and how

2.2 Making data openly accessible

Specify which data will be made openly available? If some data is kept
closed provide rationale for doing so

Specify how the data will be made available

Specify what methods or software tools are needed to access the data?
Is documentation about the software needed to access the data
included? Is it possible to include the relevant software (e.g. in open
source code)?

Specify where the data and iated metadata, d iation and
code are deposited

‘Specify how access will be provided in case there are any restrictions

2.3. Making data interoperable

Assess the interoperability of your data. Specify whal data and
metadata vocabularies, standards or methodologies you will follow to
facilitate interoperability.

Specify whether you will be using standard vocabulary for all data types
present in your data set, fo allow inter-disciplinary interoperability? If
not, will you provide mapping to more commonly used ontologies?

24 Increase data re-use (through
clarifying licences)

Specify how the data will be licenced to permit the widest reuse possible

Specify when the data will be made available for re-use. If applicable,
specify why and for what peried a data embargo is needed

Specify whether the data produced and/or used in the project is useable
by third parties, in particular after the end of the project? If the re-use of
some data is restricted, explain why

Describe data quality assurance processes
Specify the length of time for which the data will remain re-usable

3. Allocation of resources

Estimate the costs for making your data FAIR. Describe how you intend
1o cover these costs

Clearty identify responsibilities for data management in your project
Describe costs and potenfial value of long term preservation

4, Data security

Address data recovery as well as secure storage and transfer of
sensitive data

5. Ethical aspects

To be covered in the context of the ethics review, ethics section of DoA
and ethics deliverables. Include references and related technical
aspects if not covered by the former

6. Other

Refer to other nationalfunder/sectorial/deparimental procedures for
data management that you are using (if any)
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9. External Documents

[1] Guidelines on Fair data Management in H2020, July 2016

[2] EC Annotated Model of Grant Agreement 2019

[3] Regulation (EU) 2016/679 of the European Parliament and of the Council, 27" April
2016

[4] A European strategy for data, Communication from the Commission to the European
Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions
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Annex I - Data identification from EUniversal Parners

This annex gathers the identification of data issues carried out by the project partners using the
template table presented in 8 of this document.
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